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1. INTRODUCTION

1.1 The value that the use of Computer Equipment, Computer Software, Electronic Mail (Email), and Internet facilities provide are well known. 

1.2 Almost every employee at the Company requires access to Computer Equipment, Computer Software, Email and Internet in the execution of their duties. 

1.3 The Company therefore needs to carefully manage and regulate the usage of Computer Equipment and Computer Software as well as the access to Email and Internet in order to reduce costs and to protect the professional image of the Company.

1.4 The Company adheres to the principles outlined in the Electronic Communications and Transaction Act, no. 25 of 2002, as amended with regard to the facilitation and regulation of electronic communications.

1.5 It is the responsibility of Giscoe Management to ensure that all users have the correct hardware, software and correct version installed on their computers to conduct their business functions as deemed necessary by Management and the relevant employee contract.

1.6 Such equipment, including the Internet, is to be used as a resource to further the business interest of the Company only.

1.7 This policy must be read in conjunction with Policy Nr. O-13: Email Etiquette.
2. AIM OF THIS POLICY

The aim of this policy is to:
2.1 Manage the usage of Computer Equipment, Computer Software, Email and Internet by employees, either during their normal working time or after hours.
2.2 Ensure that Computer Equipment, Computer Software, Email and Internet facilities are used by employees in an ethical and considerate manner in compliance with the culture and policies established by the Company.
2.3 Inform employees on concepts of privacy and security, and the application thereof when data or information is stored or transmitted by Email.
2.4 Minimize disruption to the operation of the Company’s Computer Networks, Email and Internet facilities.
2.5 Eliminate Computer/Electronic-related criminal activities.
3. SCOPE OF THIS POLICY

This policy applies to: 

3.1 All Permanent, Fixed-Term, Independent Contractors and Casual employees of the Company who execute work on behalf of the Company at their normal place of work or on Client sites.

3.2 Any user of the Company’s Computer Equipment, Computer Software, Email and Internet facilities.

4. HARDWARE, SOFTWARE AND DATA
4.1 Computer Equipment and Computer Software

4.1.1 Computer Equipment and any Software installed on such equipment will only be used for the Company’s business purposes. However this is subject to Point 7.4 Personal Use.
4.1.2 Data or information downloaded on any Computer Equipment and any Software provided by the Company is proprietary to the Company.
4.1.3 To prevent computer viruses from being transmitted through the Company’s e-mail/Internet system, there will be no unauthorized downloading of any unevaluated software. All software downloaded must be registered to the company. Employees should contact the IT Support Specialist if they have any questions.
4.1.4 The Company may periodically audit storage devices and reserves the right to clear any data not related to the Company’s business.
4.1.5 Should the practice to have non-Company related information on an employee’s Computer persist, it may lead to disciplinary action.

4.1.6 Each employee will be responsible for safe computing practices. At a minimum this will include:
· Performing frequent backups of laptops and/or desktops to file servers or other backup facilities provided by the Company.
· Using the installed/available anti-virus Software to scan for viruses on all files that are downloaded from the Internet or received from any outside source.
· Immediately report any virus outbreaks or suspicion of a virus to the local IT Support Specialist.
4.2 Monitoring of Computer Equipment and Computer Software

4.2.1 Employees have no expectation of privacy or confidentiality in the material they create, use, receive or transmit whilst using the Company’s Equipment and Computer Software. 
4.2.2 The Company may at its discretion monitor the use of computer Equipment and Software by employees and intercept, acquire, read, view, inspect, record, and/or review any and all communications and/or documents created, stored, transmitted, sent, received or communicated by employees on, over or in the Computer Equipment and Computer Software. 

4.3 Installation of Software on Computer Equipment, Computer Software

4.3.1 Any Software that needs to be installed on Computer Equipment must be installed by authorized personnel or the IT Support Specialist.
4.3.2 Only legal Computer Software which is properly licensed or obtained can be loaded.

4.3.3 All Software must be scanned for viruses prior to installation.
4.3.4 Installation of Software and the downloading of files and/or programs, which are not required for the Company’s business purposes, are forbidden unless the employee acquires the prior written consent from his Manager or the IT Support Specialist. This includes e.g. music, pictures, videos, pictures etc.
4.4 Backup

4.4.1 A copy of an employee’s data, documentation and Email messages must be stored on the Company’s Computer servers. Daily backups of in-house systems are made by the IT Support Specialist, but these backups do not include data or applications on the local hard disks of any employee’s Computer.
4.4.2 It is the employee’s sole responsibility to make backup copies of the applications and data on his/her Computer. Refer to Appendix O-1-1: Data Backup Procedures.
4.4.3 It is recommended that Email messages are backed-up to the Company’s server once a week and all other data and documentation at least once a month. Refer to Appendix O-1-2: Email Backup Procedures.
4.4.4 If an employee cannot make backup copies to the Company’s server, it is the responsibility of that employee to find suitable alternatives, i.e. to save data on a portable hard-disk, compact disc (CD), DVD etc.  
4.4.5 Each employee is allocated sufficient disk space on the Company’s server. On logging onto the Company Computer network, each employee is automatically assigned a mapped drive to his Home Directory, e.g. Z: drive on the Company server. An employee is responsible for his Home Directory and should ensure that it is maintained by regularly deleting documentation that is no longer required. 
4.4.6 Documents relating to the Company’s business (e.g. Projects, Training and other commonly shared information), which may be required at a later stage, must be saved to the relevant department’s Shared Drive according to specified procedures.
4.4.7 Each employee must ensure that any data that is required to be backed up by the IT Support Specialist is copied, either to the Shared Drive or the Home Directory.
4.4.8 If an employee stores data on the local hard drive it should be stored in a central location to facilitate easy backup. The recommended location for storing data locally is “My Documents”.
4.4.9 When employees make backups, backup devices (e.g. Tape Drives, External Hard drives, CD’s, DVD’s etc.) should contain only the most up-to-date version of working papers and must be clearly labeled with the Client name, period end date and where appropriate, the contents.
4.4.10 On completion of a project or assignment, all data or information must be saved on the central file server. On project completion, data must be removed from the employee’s hard drive to protect the Client’s right to confidentiality of their data.
4.5 Looking after Computer Equipment, Computer Software

4.5.1 Employees are responsible for the proper caring and safeguarding of Computer Equipment assigned to them.
4.5.2 Should any items relating to Computer Equipment, Computer Software assigned to an employee be lost, stolen or damaged (e.g. wear and tear during normal usage) such equipment will be repaired or replaced at the Company’s cost. 
4.5.3 In the event of any Computer Equipment, Computer Software being lost, stolen or damaged due to any malicious act or the negligence of the employee, such employee will be subject to disciplinary action and/or liable to replace or repair such Computer Equipment or Computer Software. 
4.5.4 An employee will also be responsible to take care of peripheral devices which may include but is not limited to: power supplies, external hard drives, memory sticks, batteries, CD and DVD drives.
4.5.5 Employees issued with laptops will:
· be responsible for the security of the laptop.
· always carry the laptop in a protective carrying case. 
· always handle laptops and any other electronic equipment as hand luggage when travelling. It’s not allowed to place laptops in a suitcase, which may be stored in a hold. 
· ensure that the laptop is safely locked away if not used.
· not leave a laptop exposed, visible, or unattended overnight, even in their own desk space in the office. Laptops must be locked away.
· not leave a laptop at a Client’s premises overnight. If this is not practical, the employee should arrange to secure the laptop in a lockable cupboard or safe. If it is necessary for a laptop to remain on site overnight, the employee should copy data files onto appropriate storage disks and remove the data from the premises.
· only leave a laptop in the boot of a parked car. It is strictly prohibited to leave a laptop in the passenger area of a parked car. Any laptop stolen out of the front of a car will be for the account of the employee.
· check that that the car windows are closed before locking the car.

· ensure that the car is properly locked at all times when leaving the car (regardless of where it is parked – e.g. locked garage; behind security gates). An employee MUST check that the car is properly locked by lifting the door handles of the car and to check that the boot was locked.  This is required to counteract jamming devices that might interfere with the remote locking device that was used. Any laptop stolen out of a car without forced entry will be replaced by the employee himself/herself.
· ensure that the laptop is locked in the boot of a car whilst driving.
· not leave the laptop in the boot of a car for extended periods of time. Changes in temperatures may affect hard disks adversely.
· protect the laptop from food contamination, dust, dirt and exposure to the sun.
· not eat or drink over equipment.
· not stick pencils or foreign objects into the Computer Equipment.
· keep the laptop away from water. If it does become wet, do not turn it on. If it is already on, power down immediately.
· when using public transport, other than the Gautrain, not to carry a laptop with you. Previous incidents has proven that staff becomes vulnerable to violent muggings.
· not leave the laptop in a hotel room. Rather make use of the hotel safe. If the laptop contains sensitive data, then the employee should either keep the laptop with him at all times or move data onto appropriate storage disks. 
4.6 Abuse of Computer Equipment

The physical abuse of the Company’s Computer Equipment is strictly forbidden. Abuse of Computer Equipment includes, but is not limited to:
4.6.1 The continual dropping of Computer Equipment and/or any other action which results in the decrease in value of the Computer Equipment.
4.6.2 Abuse that result in malfunctioning of Computer Equipment that would otherwise not have occurred.
4.6.3 Abuse that result in repairs that would otherwise not have been necessary.
4.6.4 In the event of abuse of any Computer Equipment such employee will be subject to disciplinary action and/or liable to replace or repair such Computer Equipment. 
5. ELECTRONIC MAIL (EMAIL)

5.1 The Company’s Property

Email services are provided to employees for the sole purpose of accomplishing tasks related to, and consistent with, the Company’s business. The Company’s Email systems and services are the Company’s facilities, resources and property. Any Email address or passwords assigned by the Company to employees, remains the property of the Company.
5.2 Service Restrictions

5.2.1 Access to the Company’s Email service is a privilege which may be wholly or partially restricted by the Company without prior notice and without the consent of the Email user.
5.2.2 Employees must respect and maintain the integrity of the original author of a message. Alteration of the source of Email, the message or posting is prohibited.
5.2.3 Signature templates are provided. See Appendix O-1-2: Email Signature and Disclaimer for the current template. The standard Email Signature must be used and should not be modified. 
5.2.4 The appropriate Disclaimer as specified by Appendix O-1-2: Email Signature and Disclaimer must be automatically attached below the signature.
5.2.5 The size of both incoming and outgoing Email messages is technically restricted to 15MB on the Company’s network and Internet. Incoming messages larger than 15MB will be discarded by the service provider and will not reach the intended recipient. Employees are requested not to transmit Emails larger than 2MB. 
5.2.6 For any excessively large data files you need to use the FTP service (see Appendix O-1-3: FTP Procedures).

5.2.7 All attachments sent and received by Email will be scanned for viruses.
5.2.8 Messages deemed to be spam, spoof or containing information of a pornographic nature will be stopped.
5.3 Confidentiality of Email

5.3.1 The confidentiality of Email cannot be guaranteed and confidentiality may be compromised by access which is inconsistent with this policy, by unintended redistribution or due to current technologies being inadequate to protect against unauthorized access. Employees must therefore exercise extreme caution in using Email to communicate confidential or sensitive matters and should not assume that their Email is private, confidential or secure.
5.3.2 If it is absolutely necessary when communicating confidential information with a Client to inform the Client of the risks associated with electronic communication to ensure that they agree to accept these risks. The IT Support Specialist can be approached for assistance in identifying secure and/or alternative means of electronic communication, e.g. password protected document access.
5.3.3 No employee may allow any Email to be forwarded automatically to any Email account over the Internet. Such practice may contribute to the violation of confidentiality in that no determination over the content of an Email can be made on the sensitivity of automatically forwarded Email.
5.4 Monitoring of Email

5.4.1 Employees have no expectation of privacy or confidentiality in the material they create use, receive or transmit whilst using the Company’s Email facilities. 
5.4.2 The Company may at its discretion monitor the use of Email facilities by employees and intercept , acquire, read, view, inspect, record, and/or review any and all Email communications and/or documents created, stored, transmitted, sent, received or communicated by employees on, over or in the Email facilities. 
5.5 Storage of Email

5.5.1 Each employee is allocated a “mailbox” of 50MB of storage for Email. For Email in excess of 50MB the IT Support Specialist must be contacted. 
5.5.2 If the possibility exists that an employee’s Email file could become corrupt, the IT Support Specialist is entitled to create an archive on behalf of the employee.
5.5.3 It is recommended that Email messages are backed-up to the Company’s server once a week. Refer to Appendix O-1-1: Email Backup Procedures.
5.6 Using another employee’s Email account

5.6.1 An employee who requires access to the Email file of another employee for business purposes, in order to use information gained from such access, and/or to disclose information from such access and who does not have the prior consent of such an employee, must obtain the permission from such an employee, or in their absence his/her Manager to whom such an employee reports, who then may grant such permission.
5.6.2 Any Manager of the Company has the right to access an employee’s Electronic records if there is sufficient justification for such an action.
5.6.3 If an employee is ill, on leave or unable to regularly attend to their official messages and it is deemed necessary for the Company’s business, any Manager of the Company may obtain or grant permission for another employee to access the absent employee’s Email.
5.7 Prohibited Use

5.7.1 Using any business tool (e.g. Computer Equipment, Computer Software, Email, Internet, Computer Software) owned by the Company for illegal activities is strictly prohibited. Illegal activities may include, but are not limited to obscenity, pornography, threats, theft, attempting unauthorized access to data or attempting to breach any security measures on any Electronic communications system, attempting to intercept any Electronic communication transmissions without proper authorization and use in violation of copyright, trade mark or defamation law.

5.7.2 In addition to illegal activities, the following Email practices are expressly prohibited: entry, examination, use, transfer or tampering with the accounts and files of other employees unless appropriately authorized and in accordance with this policy. Also altering Email Software or hardware configurations; or interfering with the work of the Company, other employees or other computing facilities.
5.7.3 Personal Email will not represent or give the impression that the employee is representing, giving opinions or otherwise making statements on behalf of the Company, unless expressly authorized to do so. The, the following disclaimer must be included below the signature: 
“The information in this message is confidential and legally privileged solely for the intended addressee. The opinions or statements expressed herein are my own and should not be taken as the official opinion or endorsement of Giscoe (PTY) Ltd”.
5.7.4 The Company’s Email services must not be used for purposes that could reasonably be expected to cause, directly or indirectly, strain on any computing facilities or interference with other employee’s use of Email or Email systems. Such abuse of Email include, but are not limited to:
· Forward junk Mail.
· Forward chain letters.
· Creating or promoting “Spam”, i.e., to exploit list servers or similar systems for the widespread distribution of unsolicited Mail.
· Creating “Letter-bombs”, i.e., to resend the same Email repeatedly to one or more recipients. A benefit of an Email system is the ability to send the same message to multiple people. However, the inappropriate use of mass Mailings can be harmful to the system. 
· “Spoofing”, i.e., constructing an Email communication so that it appears to be from someone else.
· “Snooping”, i.e., obtaining access to the files or Email of other employees for the purpose of satisfying idle curiosity.
5.8 Mass Mailing Guidelines

The Company recognizes that sending a mass Electronic Mail is sometimes required. The following guidelines apply:
5.8.1 Approval must be obtained from a Manager before any Mass Mail can be sent.

5.8.2 Sending Emails to allofus@giscoe.com is also regarded as Mass Mail. 

5.8.3 Sending Emails to allofus@giscoe.com is coordinated by the Marketing manager responsible for internal communication.
5.8.4 When a mass Mailing is intended for more than 100 people, it should not include return receipts, delivery confirmations or attachments.
5.8.5 If you need to send a Mass Mailing the IT Support Specialist must be notified and/or consulted to determine the best method. This will ensure that messages do not interfere with the Email system. 
5.9 For a comprehensive list of guidelines regarding Email Etiquette (consult Policy Nr. O-13).
6. INTERNET

6.1 Access to the Internet

6.1.1 Access to the Internet is not an automatic right of employees. Access will be granted by the Company on the basis that access will assist employees in the execution of their daily tasks and that the potential business benefits outweigh the risks and costs.
6.1.2 Access to the Internet is provided to execute business related tasks on behalf of the Company. This however is subject to Point 7.4 Personal Use.
6.2 Use of Internet

6.2.1 Use of the Internet via the Company’s systems must be in compliance with all applicable laws in addition to the Company’s policies.
6.2.2 The safety and security of the Company’s Computer system and resources must be considered at all times when using the Internet.
6.2.3 The Internet must be treated as a formal communications tool such as telephone, radio and video communications. Therefore, each employee is responsible for complying with this and all other relevant policies when using the Company’s resources for accessing the Internet. 

6.2.4 Employees must virus-check all files sent or received through the Internet using the Company’s standard virus protection Software. All files received through the Internet must be saved to a removable media device and checked using the Company’s standard anti-virus Software. If the files are compressed employees must check both the compressed and decompressed versions.   

6.2.5 Use of these resources in violation these policies will be grounds for disciplinary action.
6.3 Confidentiality of Internet

6.3.1 The transfer of information through the Internet is not secure. Any employee preparing to transmit confidential information must not do so through the Internet, but rather use an appropriate medium that would preserve the confidentiality of the information. 
6.3.2 The Company utilizes a firewall which allows for the tracking of all individual actions. This means that all incoming and outgoing activities go through a Computer that is able to monitor (and if necessary block) each activity that goes through it. 
6.3.3 The Company retains the right to audit any activities by individual users on the Internet and Management will continue to monitor the Internet usage by employees and determine the nature of the sites visited, time spend and cost incurred.

6.4 Prohibited Use

Employees are prohibited from accessing objectionable or improper material on the Internet, which includes, but is not limited to, information of a harassing, discriminatory or obscene nature, pornography; hate related information about race, age, disability, religion, political persuasion or sexual preference.
Employees should not, through the use of the Internet:
6.4.1 Access or download information which is not used for business purposes.
6.4.2 Access or download resources of any kind for which there is a fee, without prior approval of a Manager of the Company.
6.4.3 Compromise (disclose, make available) information belonging to the Company or any of its Clients without the proper information management practices.
6.4.4 Copy, install or utilise any Software or data in files in violation of applicable law, copyrights, trade mark rights or license, or other agreements.
6.4.5 Submit material for publication unless duly authorized to do so. All material to be published via the Internet must be submitted to the Marketing Department of the Company for prior approval before publishing. Note that any material published on the Internet may be subject to different rules in different countries.
6.4.6 Offer free data or information without having clearance from the Managing Director.
6.4.7 Cause or allow any agent or process to run which will automatically download data from, or upload data to the Internet.
6.4.8 Set up any Internet services (such as www, Telnet or FTP) within the Company’s network without prior approval of a Manager together with the IT Support Specialist.
6.4.9 Assign or configure any IP addresses to any device without the express authority of the IT Support Specialist.
6.4.10 Download any programs or Software from the Internet through any other means, other than the Company’s accepted methods.
6.4.11 Store passwords in file transfer and other utilities.
6.4.12 An employee may not establish a dial-up connection (via a modem) to the Internet from a workstation that is connected to the Company’s network. The only exception to this rule is if an employee uses the Company’s authorised virtual private network and personal firewall technology combination.   
6.4.13 Internet access allows posting to Internet newsgroups. Personal views and derogatory statements about any employee, Client or organization are forbidden as all postings will contain the Company’s address.
7. GENERAL


7.1 Vandalism of the Company’s computing environment

7.1.1 Vandalism or attempted vandalism (physical or electronic), whether intentional or negligent, to the Company’s Computer Equipment, Computer Software, Email systems, Internet facilities, networks, files or the general Computer network system is prohibited and may result in immediate cancellation of Computer, Email and Internet privileges, disciplinary action and/or the employee being liable to repair such damages or dismissal.
7.1.2 Vandalism includes, but is not limited to, the downloading, uploading or creation of Computer viruses, intentional physical damage, destruction and defacing of Computer Equipment, Computer Software.
7.2 Security and preservation

7.2.1 Employees are responsible for safeguarding their identification codes and passwords and for using them only as authorised. Each employee is personally responsible for any use of Computer Equipment, Computer Software, Email communications and Internet visits made under the authorisation of this ID codes, and for all network activity originating from this ID. Access to ID codes may not be loaned or sold. 
7.2.2 Employees may not establish any kind of connection that bypasses a properly configured Firewall.
7.2.3 Employees are expressly prohibited from introducing Software which can be used to intercept data on a network or password detection Software.
7.2.4 If an employee wishes to use a privately owned device to access the Company’s systems, the Company may refuse permission due to security risks involved. If it is not refused, the Company may expect that the device must at all times be set up in a specified way or that additional security Software is run on the device. 
7.3 Use of Client’s network

7.3.1 Employees who, during the course of carrying out their duties for the Company, acquire access to a Client’s computing network will be subject to this policy as well as any usage policy the Client may have in place governing the use of his computing network, systems and facilities.
7.3.2 Employees are entrusted with the responsibility of familiarising themselves with the relevant Client’s usage policy, prior to utilising the Client’s computing network, systems and facilities.
7.4 Personal use

7.4.1 The Company’s Computer Equipment, Computer Software, Email and Internet may be used for incidental personal purposes (e.g. to do personal bank transactions and other short duration tasks), provided that such use does not:

· Directly or indirectly interfere with the Company’s operation of Computer Equipment, Computer Software, Email and Internet services.
· Interfere with the employee’s work or other obligations to the Company. We recommend that this usage should be restricted to lunch times and after hours.
· Violate this policy, or any other applicable policy or law.
· Create a direct cost to the Company.
7.4.2 The following are strictly forbidden:

· Music streaming

· Facebook, tagged or other social networking sites e.g. gmail, twitter etc

· Visiting political, religious and pornographic sites

· Surfing any website that are racist, pornographic, derogatory etc

7.4.3 The above offenses are regarded as very serious and are punishable by severe disciplinary measures, which can include dismissal.

7.4.4 Downloading of any material, including that of Software, will be allowed only when preceded by authorization from Management or the IT Manager. This includes personal software upgrades.

7.5 Termination of Employment (see Policy Nr. R-3)

In the event that of an employee leaving the employment of the Company, such user must:
7.5.1 Immediately inform HR who will inform the IT Support Specialist in order to ensure that access to Computer Equipment, Computer Software, Email and Internet facilities, including facilities installed at the employee’s home, will be suspended.
7.5.2 Return all Computer Equipment, Computer Software to the IT Support Specialist on the final day of employment unless an alternative written agreement has been made by the Company and the employee.
7.5.3 Provide all the passwords to the IT Support Specialist that has been installed on the Computer Equipment, Computer Software assigned to them or the shared systems, as applicable.
7.5.4 Ensure that all copies of sensitive information pertaining to Clients as well as any data which is proprietary to the Company, and is in the possession of the employee, is returned to the Company.
7.5.5 When the IT Support Specialist is informed by an employee that he/she will be leaving the Company, all data stored by the employee in the Home Directory will be moved to a designated folder, unless alternate arrangements have been agreed on with the IT Support Specialist. The IT Support Specialist will delete the designated folder from the Company’s server if not accessed in the last after 6 (six) months, unless enquiries have been made regarding it. Email files are deleted one (1) month after the employee has been terminated from the system.
7.5.6 When an employee’s affiliation with the Company ends, his or her access to the Company’s Email services will be terminated immediately.
7.6 Violations

7.6.1 Suspected or known violations of this policy or any applicable law should be reported to the Human Resources Department of the Company.
7.6.2 Violations will be assessed by the Management team within the Company.
7.6.3 Violations may result in suspension of Email services and Internet privileges, disciplinary action or other appropriate legal action.
7.6.4 Activities prohibited by this policy are outside the scope of an employee’s contract with the Company and the Company will not accept responsibility on such an employee’s behalf.
8. AMENDMENTS

The Company reserves the right to amend this policy at its discretion. In such a case employees will be informed accordingly.

Directors:  S.S. Hine
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