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1. INTRODUCTION

1.1. This policy must be read together with the official POPI Policy of the Company (Policy Nr: LR-08 POPI Policy).

1.2. In terms of the Act, the Company is required to inform any and all data subjects of the purpose for which their personal information is collected and will be processed, stored and/or used. 

1.3. “POPI” means the Protection of Personal Information Act 4 of 2013 and as amended from time to time.

1.4. In terms of the Act, the Company is required to protect any and all information assets from all internal and external threats.

2. PURPOSE OF THIS POLICY

2.1. This policy sets forth the Company’s duties, responsibilities and rights with regard to information, whether personal or not, which has been collected and is processed from employees, contractors and/or consultants. 

2.2. This policy further seeks the permission of all data subjects employed or contracted in the general workings of the company to obtain their consent in using their “Personal information” for purposes as outlined in Appendix 1.

3. INTERPRETATION

3.1. In this Agreement, unless inconsistent with or otherwise indicated by the context –

3.1.1. “This Agreement” means the Agreement contained in this document and marked Appendix 1.

3.1.2. “The Company/Service provider/the Responsible party” means GISCOE (Pty) Ltd, Company Registration Nr: 1990/004119/07. This is the entity that determines the purpose and means for processing Personal Information taken from the “Data Subject”

3.1.3. “Personal information” means personal information as defined in the Protection of Personal Information Act adopted by the Republic of South Africa on 26 November 4 of 2013 and includes but is not limited to:

· information relating to the race, gender, sex, pregnancy, marital status, national, ethnic or social origin, colour, age, physical or mental health, well-being, disability, religion, conscience, belief, culture, language and birth date of the person; 

· information relating to the education or the medical, financial, criminal or employment history of the person;

· any identifying number, symbol, e-mail address, physical address, telephone number, location information, online identifier or other particular assignment to the person;

· the biometric information of the person e.g. finger print reader, pictures and/or videos taken by cameras in the building;

· information on the next of kin and their contact details in case of an emergency;

· the personal opinions, views or preferences of the person;

· correspondence sent by the person that is implicitly or explicitly of a private or confidential nature or further correspondence that would reveal the contents of the original correspondence;

· the views or opinions of another individual about the person e.g. during performance appraisals; and

· the name of the person if it appears with other personal information relating to the person or if the disclosure of the name itself would reveal information about the person.

3.1.4. “the effective date” means the date of signature of this Agreement’;

3.1.5. “the parties” means the parties as described hereinabove;

3.1.6. “the Data subject” means any party, including the Company’s employees, consultants and/or contractors, to whom the information, whether such information is personal or not, collected, processed, distributed and/or stored by the Company relates,

3.1.7. “the Operator” means the party that processes Personal Information on behalf of the Responsible Party.

3.1.8. “divulge” or “make use of” means to reveal, make known, disclose, divulge, make public, release, publicise, broadcast, communicate or correspond or any such other manners of divulging of any information.

3.1.9. ‘‘processing’’ means any operation or activity or any set of operations, whether or not by automatic means, concerning personal or any information, including but not limited to:

· the collection, receipt, recording, organisation, collation, storage, 

· updating or modification, retrieval, alteration, consultation or use;

· dissemination by means of transmission, distribution or making available in any other form; or

· merging, linking, as well as restriction, degradation, erasure or

· destruction of information.

4. CONCLUSION

4.1. GISCOE (PTY) LTD undertakes to store and process information in a manner that respects the right to privacy. 

4.2. Where and as far as reasonably possible GISCOE (PTY) LTD will enter into Operator Agreements to ensure the protection of Personal Information. 

APPENDIX 1

POPI ACT: DATA PROCESSING AGREEMENT
AND CONSENT DECLARATION
The undersigned hereby declares and confirms that, as an employee, contractor, person, entity, body, individual and/or company who is providing information and hereinafter collectively referred to as the “data source”, that any/all information supplied or given to GISCOE (PTY) LTD, hereinafter referred to as the Company, is done so in terms of this Agreement and policy. 

IT IS AGREED THAT:

1. This Agreement shall in no means be interpreted and/or construed as novating, replacing and/or nullifying any prior Agreement between the Data Subject and the Company, but shall serve to amend and/or alter such prior Agreement to the extent required in terms of the Protection of Personal Information Act 4 of 2013 to allow for the lawful collection and processing of personal information by and/or on behalf of the Company. 

2. Any and all interpretations of this Agreement must promote the validity and legality of this Agreement and must, as far as possible, be interpreted in favour of the Company.

3. The Parties acknowledge and agree that they will comply with the provisions and requirements which are placed on the by the Protection of Personal Information Act 4 of 2013, and that the collection, processing, storage and/or distribution of any information, whether such information is personal or not, shall only be done in terms of the provision of any prior Agreement between the Company and the Data Subject, and insofar such collection, processing, storage and/or distribution required by the law, whether this be legislation or Common Law, or by an order of Court. 

4. All the Parties to this Agreement acknowledge and confirm that the Company, is entitled to and will, on a continuous basis, possess information which may be classified or deemed as private, confidential or personal information, which information may relate to any party to this Agreement, to a third party directly or indirectly associated with this Agreement or any other person not associated with this Agreement.

5. The Parties to this Agreement acknowledge and agree that, notwithstanding and in addition to any similar or contrary definition contained in any prior Agreement, confidential information shall be defined as: 

5.1. Any and all information relating to any party, regardless of whether such information has been marked as confidential or with any similar designation or not;

5.2. Any and all data and business information; 

5.3. Any and all data, personal and business information relating to the Company’s employees, clients, contractors and any other third party which the parties may have, irrespective of the manner in which this information came into the possession of the parties, and shall specifically include personal information as defined in the Protection of Personal Information Act 4 of 2013; and

5.4. Any and all trade secrets, confidential knowledge, know-how, technical information, data or other proprietary information, whether such information relates to the Company’s clients, service providers, contractors, business practices, third parties associated with this Agreement or otherwise, and shall include, but not be limited to, all product information, technical knowhow, software programs, computer processing systems and techniques employed or used by either party to this agreement and/or their affiliates.

6. The Data Subject hereby agrees and acknowledges that the Company will be entitled to process, retain, use and/or distribute any and all information, whether such information is personal or not, obtained from the Data Subject for the following purposes:

6.1. Conducting credit reference checks and assessments;

6.2. To obtain and/or secure further work for the Company and/or to market the Company, including providing such information for the purposes of quotations, RFI’s, tenders and/or similar actions, provided that such distribution shall be limited to what is, in the opinion of the Company, reasonably required by the circumstances;

6.3. To provide products and/or services to customers, provided that such distribution shall be limited to what is, in the opinion of the Company, reasonably required by the circumstances;

6.4. To detect and prevent unlawful practices including, but not limited to, financial crimes;

6.5. Conducting market research and customer satisfaction research; 

6.6. To institute, further and/or continue any legal proceedings;

6.7. The administration of staff; 

6.8. Maintaining all relevant, required and/or discretionary accounts; 

6.9. Complying with legal and regulatory requirements, whether this requirement arises due to legislation, Common Law or by an order of Court, including, but not limited to, reporting in terms of relevant labour and taxation legislation;

6.10. Registering and maintaining students on the relevant professional bodies, including, but not limited to, SAGC and MICT-SETA;

6.11. Sharing information cross-border with affiliated companies including but not limited to ESRI southern Africa and  Esri Inc.

6.12. Profiling data subjects for direct marketing; and

6.13. Any and all other purposes which relate directly or indirectly to the Company’s business activities or which are incidental thereto.

7. This Agreement shall remain valid and binding as between the Company and the Data Subject, regardless of the termination of any prior Agreement between the Company and the Data Subject, and the Company shall be entitled to continue processing, retaining, using and/or distributing any and all information, whether such information is personal or not, which has been collected and/or received from the Data Subject in terms of this Agreement. 

8. This Agreement shall be deemed to be terminated upon the Data Subject withdrawing his/her/their/its consent to have its information, whether such information is personal or not, be processed, retained, used and/or distributed provided that the withdrawal of such consent shall only apply to information, whether personal or not, which is not available in the public domain. 

9. Despite the termination of this Agreement as contemplated in Clause 8 above, the Company shall be entitled to continue processing, retaining, using and/or distributing any and all information, whether such information is personal or not, from the Data Subject for the purposes of complying with any and all legal duties and requirements placed on the Company. 

10. Through signing this Agreement, all Parties hereto agree and acknowledge that any and all information, whether such information is personal or not, which is provided by them may be processed, retained, used and/or distributed by the Company which processing, retaining, using and/or distribution may result in the said information being made available in the public domain.

11. The Company hereby agrees and undertakes that it will take all precautions, as required of it by law and which are reasonably possible, to ensure that any information which is provided to it by a Data Subject in terms of this Agreement is processed, retained, used and/or distributed only for purposes set out and provided for in this Agreement. 

12. The Parties agree and acknowledge that they have read and understood all the provisions of this Agreement as well as all relevant policies referred to herein, and agree to be bound fully by this Agreement and any and all policies referred to herein.

13. The Data Subject acknowledges and agrees that by providing any information, whether such information is personal or not, to the Company he/she/it/they tacitly consent to the collection, processing, retention, use and distribution of such information in accordance with the provisions of this Agreement. 

14. The Parties agrees and understand that this Agreement contains the full agreement reached between the Parties, and any and all amendments, revocations, and/or novation hereof will be not be valid unless the same has been reduced to writing and countersigned by both Parties, provided that the Company shall be entitled to alter the Agreement and its POPI Policy (Policy Nr: LR-08 POPI Policy), with or without notice to the Data Subject, insofar such alteration is required to keep the policy compliant with any and all relevant legal requirements. 

15. Should you not agree to the terms and conditions as set out in this agreement and consent declaration you must notify the Company immediately.  

Name and Surname: _________________________________________________

ID number:_________________________________________________________

Signed on the___________________2023  at _____________________

_____________________

Signature

On behalf of GISCOE (PTY) LTD:

________________________________


______________
Information Officer: Mr Steve Hine


Date

I have taken special note of Clauses 6.1-6.13





Initial:
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Directors:  S.S. Hine



