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1. INTRODUCTION

Information systems and electronic data are valuable assets to Esri South Africa (the Company) and even more so to the clients for which these projects are executed. Substantial investments over time are made to create and maintain these systems and information. To ensure minimum disruptions the Company needs a formal policy to:

1.1 minimize the risk of losing data, information or systems in unforeseen circumstances,

1.2 ensure availability of these systems and information at short notice in cases when staff’s computer fail/computer is stolen,  

1.3 enable business continuity in the event of unforeseen incidents and/or disasters.

2. AIM OF THIS POLICY

The aim of this policy is to:
2.1 provide guidelines and procedures for backup and recovery plans for data, information systems, development servers and related services.
2.2 provide guidelines for disaster recovery plans and procedures.

3. SCOPE OF THIS POLICY

This policy applies to: 

Professional services staff and any other staff or contractors to the Company who receives data from clients; execute IT projects for clients or working on internal IT projects.

4. BACKUP
4.1 Backup Content -  IT Systems and Data

Backup plans and procedures are created for:

4.1.1 Internal data. These backups are intended to enable “roll back” of lost or corrupted data.  This data can be categorized as:
· Personal User data
· Business Unit data
· Shared data
· Regional data
· Databases
· Application/System data
· Development data.
4.1.2 Client data. These backups are intended for the recovery and “roll-back” of lost or corrupted client data or projects which are intended for processing and/or Hosting via our Software as a Service platform, or our Internal and/or External Server Hosting platforms. 
4.1.3 Server and system critical data.  These backups are intended for the recoverty and “roll back” of servers and systems following hardware or software failures.
4.1.4 Development data which includes source code, database related info, definitions and scripts should be checked in regularly into Microsoft DevOps as outlined per the Professional Services: Project Structure and the How to configure SourceTree with Azure DevOps procedure documents.
4.2 Backup Plans and Procedures

The backup plans and procedures were developed in conjunction with the disaster recovery plans and procedures. The backup plans and procedures need to address the following:

4.2.1 Data source - Details about the source of the data being backed up.
4.2.2 Backup Media - The physical media to which the backup is being saved.

4.2.3 Backup Location - The physical location of the backup media

4.2.4 Backup Schedule – The frequency of the backup being performed.

4.2.5 Storage Duration – The duration for which the backup is kept before being deleted or overwritten.

4.2.6 Responsible Person – The employee within the IT Management Staff that is responsible for overseeing the backups. 

5. DISASTER RECOVERY

5.1 Disaster Recovery Plans and Procedures

The disaster recovery plans and procedures are developed in conjunction with the backup plans and procedures.  The disaster recovery plans and procedures addresses the following:

5.1.1 Criticality of Service: List of all the services provided and their order of importance.
5.1.2 Dependent Services: A list of dependent services for each service available.
5.1.3 Order of Recovery:  The order of recovery of services are defined.  This cannot always be derived from the dependent services.

5.1.4 Responsible Person – The employee within the IT Management Staff that is responsible for overseeing the disaster recovery.

5.1.5 Succession: Describes the flow of responsibility should the normal staff be unavailable to perform their duties.

5.1.6 Equipment Replacement: Define the processes for equipment replacement in the case of hardware failure.  This needs to provide details for both temporary equipment replacement and permanent equipment replacement.
6. TESTING OF PLANS AND PROCEDURES

6.1 Testing of Plans and Procedures

In order to ensure the integrity of the backup and disaster recovery plans and procedures regular testing is performed.  This testing is performed in compliance with the following:

6.1.1 A regular pre-defined time span is implemented to ensure the integrity of the backups. This is randomly done either weekly, monthly, quarterly or annually depending on the criticality of the data and/or system.
6.1.2 Upon major system changes.

6.1.3 Upon implementation of a new system or data.
6.1.4 At a minimum, all plans need to be tested annually

6.1.5 Any issues that arise during testing need to be result in an update to the plan and procedures to correct the plan and procedures.

7. DISTRIBUTION OF PLANS AND PROCEDURES

7.1 An electronic copy of all backup and disaster recovery plans and procedures are  available to all relevant IT Management Staff.

7.2 A hard copy of all relevant backup and disaster recovery plans and procedures are kept in all IT Management Offices.

NOTES AMENDMENTS

7.3 Backup plans and procedures cannot to be shared to external parties as it poses a security risk.

7.4 If such a request is received, only the Giscoe Backup and Business Continuity Plan policy can be shared. 

8. AMENDMENTS

The Company reserves the right to amend this policy at its discretion. In such a case employees will be informed accordingly.
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